GSFC Information Technology Security 

Vulnerability Scan Team (GITSVST) 

Vulnerability Waiver

Request and Review Process

NOTE: 

1. Waiver Request Form spreadsheets must be completed in their entirety. Incomplete spreadsheets will be returned and require resubmission.

2. Each field must have the specific and appropriate information entered.

3. The spreadsheet information is entered into a database, and entries such as ditto, same or “ are unacceptable.

4. All personnel named in the spreadsheet must be in the X.500 searchable format, and the system host names must be in fully qualified DNS format.

Vulnerability Waiver Request and Review Process

1. The GITSVST conducts quarterly vulnerability scans. 

2. The GITSVST produces quarterly reports and are made available to the CSO. 

3. Each CSO accesses their network's vulnerability reports. 

4. CSO's distribute the vulnerability reports to their respective System Administrators. 

5. The System Administrator attempts to disposition of the reported vulnerabilities. 

6. Waiver request only applies to computers with High-Risk vulnerabilities, not Medium-Risk vulnerabilities. 

7. If a reported High-Risk vulnerability is not found on your machine, then the vulnerability is a FALSE POSITIVE. The System Administrator must complete a Waiver Request Form and provide the proper information as described below. 

8. If the reported High-Risk vulnerability is a SYSTEM REQUIREMENT, then the System Administrator must complete the Waiver Request Form. 

9. The CSO will assemble all received Waiver Request Forms and enter all requests into a single GITSVST Waiver Request Form (GVWRF). System administrators should send their GVWRF (preferably PGP encrypted) to the CSO or the Alternate CSO.  The CSO will forward the GVWRF to the GITSVST Office.

10. The GITSVST Vulnerability Waiver Request Review Board (GVWRRB) approves, denies or returns the request to the CSO for more information. 

11. In accordance with the NPG 2810.1, as long as the CSO states that the IT Security Plan is current for the IP address in question, the vulnerability waiver will most likely be approved on this basis. 

12. When a waiver request has been approved, that specific vulnerability is no longer included in subsequent GITSVST vulnerability reports, metric reports or trend reports. 

13. All systems are still scanned each quarter for all required vulnerability checks, but the waived vulnerabilities are listed as being waived. 

Waiver Request Forms must include the following information:

IP ADDRESS - Text 15 char max.

The IP address of the host with the specified vulnerability.

SYSTEM NAME - Text 100 char max.

The exact same host name as it is written in the vulnerability report.

It must be a complete and fully qualified host name.

HARDWARE PLATFORM - Text 50 char max.

The hardware platform of the host.

 (e.g. Pentium III, Sparc, HP4si, etc.) 

OPERATING SYSTEM - Text 50 char max. 

The host operating system, if applicable.

(e.g. Solaris 7.1, IRIX 6.5.3, Windows 2000, etc.) 

Be sure to include all OS's on hosts with multiple boots.

APPLICATION - Text 50 char max.

The application(s) running on the host.

 (e.g. MS IIS 5.0, Apache 1.3.19, Sendmail 8.11.2, etc.)

ISS VULN NAME - Text 36 Char max. 

The vulnerability name exactly as it appears in the vulnerability report. 

ISS VULN ID - Number 6 digit max. 

The ISS defined Vulnerability ID number associated with this vulnerability.

WAIVER- Text 8 char max. ALL CAPS! ! !

Either FALSEPOS or REQUIRED are entered (all in capital letters) is in this field. 

No other values are acceptable.

FALSEPOS - The vulnerability report is incorrect and the specified vulnerability does not actually exist on this host as it is reported.

REQUIRED - Specific functionality is required of this host that results in the presence of the reported vulnerability. The Data Processing Installation (DPI) is willing to mitigate the risk and take responsibility for the present of this vulnerability.

JUSTIFICATION - Text with no char max.

This is basically the rationale concisely justifying the WAIVER. 

When REQUIRED is in the WAIVER field, the DPI must state why the vulnerability should not be corrected, what controls are in place to reduce the risks posed by not correcting the vulnerability, and who is accepting the risks. Also state what alternatives were considered to satisfy the requirement and provide an equivalent degree of protection. (Include a statement explaining why a waiver is being requested in lieu of implementing the alternatives.) If applicable, indicate the type of the data (e.g., vehicle command and control; payload command, control, data download or data upload; business and restricted technology; or, other sensitive information) being processed/stored on the host. 

This field's requirement is essentially verbatim from the Exemption section of the Principle Center for IT Security's 2/15/01 Agency Vulnerability Reduction Program Phase II guideline document with additional information from NPG 2810.1.

DPI - Text 6 char max.

The organization-related code of the Data Processing Installation.

SYS ADMIN - Text 50 char max.

The X.500-matchable name of the host's system administrator.

SYS ADMIN PHONE NUMBER - Text 22 char max.

The current daytime office phone number of the SYS ADMIN requesting the waiver.

SYSTEM USER - Text 50 char max.

Either MULTIUSER or a X500-matchable name of the actual user of the host.

OWNER CODE - Text 10 char max.

The GSFC organization code of the host's owner organization.

BUILDING - Text 10 char max.

The building number of the host's location.

ROOM - Text 10 char max.

The room number of host's location in BUILDING.

ORIGINATOR - Text 50 char max.

The name of the originator of this waiver request, and is most likely to be able to provide additional technical clarification of the JUSTIFICATION.

ORIGINATOR PHONE - Text 22 char max.

The current daytime office phone number of the ORIGINATOR.

Please DO NOT fill out the following three fields below on the GVWRF. They are to be filled out by the GVWRRB.

WAIVER ID - A unique date encoded number.

WAIVER STATUS - PENDING, APPROVED, or DENIED.

REVIEW BOARD RESPONSE - The Waiver Status explanation or rationale.

Below is an example of a completed GITSVST Waiver Request From (GVWRF):

IP ADDRESS - 128.183.xxx.yyy 

SYSTEM NAME - vulnerable.gsfc.nasa.gov 

HARDWARE PLATFORM - I586

OPERATING SYSTEM - Windows 2000 SP1 

APPLICATION MS - IIS 5.0 

ISS VULN NAME - IISChunkedEncodingDos 

ISS VULN ID - 4117

WAIVER - FALSEPOS 

JUSTIFICATION - This vulnerability is related to MS Internet Information Services (IIS) version 4.0 and was fixed in 5.0. The system in question is currently running IIS version 5.0. 

DPI - 930 

SYS ADMIN - Pat Gary

SYS ADMIN PHONE NUMBER - 301.286.9539

SYSTEM USER - MULTIUSER 

OWNER CODE - 931 

BUILDING - 28 

ROOM - E200B

ORIGINATOR - Pat Gary

ORIGINATOR PHONE - 301.286.9539

