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PROCEDURES FOR COMPROMISED UNIX SYSTEM  

The following procedures must be completed before a request to reconnect a compromised system can be submitted.

(1) Reformat the Hard drive and re-install the operating system from the original media. 

Do not use a backup tape to re-install the system.

(2) Change root password(s).

Ensure that all user passwords are also changed.  Since users tend to re-use passwords, it is also strongly recommended that users change passwords on any other machines on the local network.  Ensure that this root password is not also used on other machines. (All passwords must meet the requirements of NPG 2810.1, paragraphs A.6.3.2 and A.6.3.3)

(3) Change all vendor default passwords.

Disable all unused accounts.

(4) Install all security patches.

Importantly:  Install patches for mountd and BIND/named.

(5) Disable all unused services.

Disable all Rhosts based services if at all possible.  Disable telnet and use SSH instead if at all possible.  Likewise disable FTP and use SCP if at all possible.

(6) Install an Access Warning Banner on the system. Specify which services have had the warning banner implemented.  In particular SSH, Telnet (if used), ftp (if used) at a minimum. Attach a copy of the banner to the Executive Summary (See step 14). 

(7) Verify that the IP address is registered properly in the CNE IP Database.

(8) Scan the reinstalled operating system to ensure that all vulnerabilities have been corrected.  Use NASA Agency-licensed tools - (This will be a full ISS scan; once the scan is performed all vulnerabilities will have to be fixed.)

(9) Install TCP Wrappers information can be obtained by visiting NASIRC web site: http://www-nasirc.nasa.gov/nasa/index.html . Click on Services and then toolkits).

Ensure that all possible tcp and udp services that allow external connections that can be protected by tcp-wrappers are indeed wrapped.  Ensure that the allowed external connections to the machine are the minimum possible and that the system “trusts” the fewest number of other systems that it can and still perform its required function.

(10) Install ssh (download free version @ www.openssh.org).

Ensure at a minimum that root uses ssh if not all the users of the system.

(11) Install Tripwire information can be obtained by visiting NASIRC web site @ (http://www-nasirc.nasa.gov/nasa/index.html. Click on Services and then toolkits).

Conduct a critical file audit of the system, and enter all security sensitive data files and executables into the tripwire database.  Ensure that tripwire is run frequently (at least once per day) to verify the files’ integrity.

(12) Prepare a Log Host Review.

Implement or utilize an external loghost capability that will ensure that system logs are sent to an external machine and regularly reviewed.

(13) Prepare an IT Security Incident Report.  Submit a copy to the Center IT Security Manager.

(14) The Data Processing Installation Computer Security Official (DPI-CSO) will submit a Security Plan with an Executive Summary "documenting the steps taken to fix all vulnerabilities" along with an "Authorization to Process" with a "Division Level signature (See NPG 2810.1, paragraph A.6.12) to the Center IT Security Manager.

COMPROMISED SYSTEM LOCATED AT AN OFF-SITE CONTRACTOR LOCATION MUST ALSO COMPLETE THE FOLLOWING ACTIONS.

1. Prepare a justification that addresses the following issues.

a) Why does this system need (gsfc.nasa.gov) DNS names?

b) Why does this system need a direct connection to GSFC?

c) Why can't the contractor utilize a Wide Area Network (WAN) style connection instead of the current Metropolitan Area Network (MAN) style connection?

2. The DPI-CSO and the Division Chief of the responsible GSFC organization must sign the justification.

